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TACTICS IN A NUTSHELL

In recent years the threat of terrorism in urban environ-
ments has become an important issue, emphasized by se-
veral successfully carried out terrorist attacks (New York,
Madrid, London). More recent experiences reported in the
global media have served to keep the perception of a ter- TACTlCS
rorist threat alive, such as the failed attempt by the ‘unde- Y
rwear bomber’ Umar Farouk.

Most terrorist attacks or attempts within Europe have occurred
at airports or other variations of public transport. Outside of Eu- TACTICAL APPROACH TO
rope terrorists do not only attack public transport, but also focus COUNTER TERRORISTS IN CITIES
on other types of locations.

When security forces are alerted to a specific terrorist threat, their main goal is to prevent or mitigate
an actual attack. This process is called threat management and is supported by two sub processes:
threat decomposition and capabilities management.

TACTICS introduces three roles: the Threat Manager (TM), the Threat Decompo-sition Manager (TDM)
and the Capabilities Manager (CM). They work as a team to prevent or mitigate terrorist attacks.
TACTICS aims to develop trustful and effective strategies in order to support each of these managers
in responding more quickly and in a more structured, efficient way to a specific threat as well as mini-
mizing the occurrence of false positives and negatives.



MITIGATING BIASES IN TACTICS
DECISION MAKING PROCESSES

On the evening of 4" November 1995, Israeli Prime
Minister Yitzhak Rabin addressed a peace rally in Tel
Aviv. As he was leaving to get into his vehicle, and
despite his protective detail of Shin Bet close protec-
tion officers, a lone assassin managed to shoot him
twice and he was mortally wounded, dying in hospi-
tal an hour and a half later. The assassin, Yigal Amir,
was detained at the scene and found to be a young
Sephardic Jewish settler, linked to the Jewish extre-

mist group ‘Eyal’. He justified his killing of the Prime
Minister on religious grounds, as a response to Ra-
bin’s signing of the Oslo Peace Accords with Yasser
Arafat in 1993, and his willingness to bargain histori-
cal biblical lands captured by Israel during the 1967
Six Day War in return for peace with the Palestinians
(Juergensmeyer, 2001). The investigation and inquiry
into the assassination highlighted the fact that Israeli
police and security officials had seen Amir hanging
around the protective barriers and official cars prior
fo the attack, but as a young, clearly Jewish religious
student wearing a windcheater, he was not perceived
as a threat to the Prime Minister. Despite intelligence
that Jewish extremists planned to kill the Prime Minis-
ter, for decades the Shin Bet and police had unders-
tandably focused on the threat posed by Palestinian
Arab terrorists, leading to a fatal bias and ‘tunnel vi-
sion’ on the day of the attack.

Bias is an inclination of temperament or outlook to
present or hold a partial perspective and a refusal
to even consider the possible merits of alternative
points of view. Confirmation bias or tunnel vision
(example above) is a tendency for people to favour
information that confirms their preconceptions or
hypotheses regardless of whether the informa-
tion is true. As a result, people gather evidence
and recall information from memory selectively,
and interpret it in a biased way. Biases can lead to
wrong decisions. Wrong decisions have financial
costs and deplete available resources and dimi-
nish the fragile balance of public confidence, as in
the example mentioned above.

When a specific threat becomes discernable or an
actual terrorist attack occurs, security forces have to

Prime Minister Ytzhak Rabin

assess the situation and decide what actions are nee-
ded. The goal of this part of the work was to contribute
to improving the decision support process in TAC-
TICS by identifying different strategies to deal with
common biases in decision making. The following
mitigation strategies were found:

» Available information in the TACTICS tool (i.e., about
threats and modi operandi) can be used to formulate
sensible hypotheses about the threat. By formulating
hypotheses and testing them (for example by collec-
ting additional information) an increasingly detailed
picture is built of the actual threat. This strategy helps
to mitigate biases related to the limited capacity of hu-
mans to give equal attention to all signals presented
to them and the irrational ways in which people collect
information (e.g., to confirm their ideas, to justify pre-
vious efforts, to not have to do anything else).

» A “banner” will be implemented in the TACTICS
Threat Management Tool, containing critical ques-
tions, targeted at the user, that could help him/her to
avoid biases in decision making that are related to
attention and information collection. The questions
concern two significant decisions that are made while
using the tool, i.e., identification of a location (end user
marks a threat; sample critical question Which infor-
mation conflicts with this threat?) and identification
of a suspect (a person is marked as suspicious for
camera tracking; sample critical question What makes
you think this is the suspect? ).

» Work processes can help to mitigate biases. For
example, a team member can be given the role of
devil’'s advocate to avoid that somebody with a high



position is difficult to overrule. As an open atmosphere
and minimal hierarchy are important to avoid biases in
decision making, a specifically assigned role to be cri-
tical and ask questions could help to mitigate biases.
This strategy helps to mitigate biases related to the
way people perceive others (for example, stereoty-
ping) and the way they interact (for example, domi-
nance).

» Training should brief users on common biases
(make them aware) and introduce ways to mitigate
bias in the working procedures. This strategy helps to

mitigate all biases mentioned above as well as biases
related to the way people organise information.

These bias mitigation elements will partly be imple-
mented into the TACTICS tools. Measurements need
to be undertaken to assess the effectiveness in spe-
cific settings.

" Tactical Approach to Counter Terrorists in Cities (TACTICS)
will support each of security managers in responding more
quickly and in a more structured, efficient way to a specific
threat by delivering a TACTICS Decision Support System
that supports the prevention of threats and/or minimises the
consequences of a terrorist attack in an urban environment.

THREAT MANAGEMENT TOOL (TMT) DESCRIPTION

The Threat Management Tool (TMT) will help the
Threat Manager (TM) and his/her team to achieve a
Common Operational Picture (COP) and increase
their situation awareness (SA) during the threat fa-
cing/neutralization tasks.

The TMT will show to the TM fused and filtered infor-
mation from different sources: the fusion unit module,
the Threat Decomposition Tool (TDC), the Capability
Management Tool (CMT) and other different informa-
tion sources (including units deployed in the field) inte-
grated in the TACTICS system. With this information the
TM will be able to take more accurate decision for neu-
tralizing the threat or mitigating the effects of the attack.

The main functionalities of the TMT will be the following:

» To show the location of the units in the field: the lo-
cation of the units deployed on the field (persons and
vehicles) will be shown in a GIS of the hot spot area. In
addition, indoor locations will be shown depending on
the building digital maps availability.

» To show information from both sensors deployed in
the field (e.g. CCTV cameras) and from the deployed
units portable sensors (especially video/infrared came-
ras). These cameras could be head-mounted, fixed,
deployed and/or installed in vehicles (terrestrial, mari-
time and aerial).

» To show potential threats in the field: Different poten-
tial threats (e.g., suspicious vehicles, backpacks, per-
sons and so on) can be introduced into the system in
order to be reviewed by the units in the field.

» To show sensors location on the GIS: the location

of the different sensors available in TACTICS (mainly
cameras or units deployed on the field) will be shown
to the TM in order to select the more suitable ones at
each moment.

» To show fused sensor information: the TMT will show
on the screen the information (Video, text, coordinates,
etc.) from the different sensors integrated in TACTICS.

» To allow messaging (chat) and preformatted mes-
sages (such as key indicators to look for), providing
different communication channels with the units in the
field for sending orders and receiving updated infor-
mation.

» To show information from the Threat Decomposition
Tool (TDT) regarding potential key indicators and po-
tential modus operandi according to the type of threat
provided by the intelligence.

» To allow communication with the TDT in order to ask
for updated information analysis.

» To show information from the Capability Management
Tool (CMT) regarding available capabilities (including
capabilities attributes). With this information the TM will
be able to select/access the most suitable capability at
each moment.

» To allow communication with the CMT in order to ask
for updated information analysis.

» To allow 3D view of the environment (including bul-
dings), as well as to see the world with its real eleva-
tions.

» To allow street view stlye view of the hot-spot.



» To send and receive alarms
» To stick and then send and receive objects

» To allow access to heterogeneous “Open Data” ac-
cess from disparate sources such as public agencies
traffic control cameras, census data, terrorist attacks
past events, location of banks, embassies, etc. All this
information is merged and analysed using several data
display formatting techniques

Figure 2 Units location on the field
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» To provide a portable version of the TMT for being
used for the units deployed in the field. This application
will be included in mobile phones or PDAs in order to
allow the units to send and receive information to/from
the control room (e.g. video, potential threat, preformat-
ted messages, pictures, etc.).

Some of the above mentioned functionalities are
shown in the following figures:
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