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Behaviour is a constellation of
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Mature content analytics

Examples:
* Intrusion detection

e |dentification in controlled situations (ANPR and
Biometrics)

 People counting
e Loitering
=>» Simple, small scenes.
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Threats in crowded situations

e Aggression, shoplifting, pickpocketing, left luggage,
swindling and drug dealing;

e Organised crime or even terrorism (more for police);

e Slow passengers, young unsupervised kids, rowdy
youth and monitoring the (correct) use of company
assets.

=» complex, dynamic scenes: interaction between
people is key for understanding the scene



Threat mitigation
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Preparation (intelligence, testing, red-teaming, exercises);

Prevention (prediction, nudging, “show the force”);

Caught in the act (detection, recognition);

Crisis response (live monitoring);
Investigative (forensics, identification);
Acceptance (liability);

A

Later in the incident =» increasing costs
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Technological developments

Limited coverage =» Continuous multi-viewpoint
omnidirectional coverage

Fixed =» Moving camera platforms

Single person = Crowded scenes

Optimal lighting =2 Poor lighting

Single modality =» Fusion of multiple modalities

Allowing for:
(1) Surveillance on free flow of people, and therefor in

one sense less invasive surveillance;

(2) Early detection of weak signals;
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Predictive behaviour profiling

e Not based on ethnicity, age, gender, origin
e Based on behaviour
e Before the incident

“Deviant behaviour”

 Profiles of situations and social scenario’s based
on historical data, and / or ...

... based on expert knowledge.




Effective video analytics for g
deviant behaviour

1. Garbage-in is garbage-out: camera coverage, viewpoints, quality of cameras
and network. You cannot fix something that is fundamentally broken.

2.The performance of video analytics improves with ~10% per additional
viewpoint on the scene, if the relative positions of cameras are accurately
known.

3.Behaviour is a constellation of actions and reactions. A single action in a
complex environment says nothing and only leads to false alarms. Therefor,
tracking and recognition are essential. Identification however is too much detail
and introduces unnecessary privacy risks.

4.Test data is needed. Because of privacy concerns few and old sets are publicly
available. We have built a video database of pickpockets: 30 incidents amidst
normal shopping behaviour. You are invited to join this effort.

5. This kind of technology potentially increases specific biases. Privacy by Design
is still in its infancy, both as a policy instrument, and as a technical tool. We
develop Privacy Enhancing Technologies such as dynamic masking and
encrypted metadata databases to actively detect and mitigate biases and
privacy risks.

6. A technology roadmap to introduce this kind of technology in your organisation
should address policies, work processes, user interfaces, analytics and ICT
infrastructure.




Roadmap
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TNO Offer

*To let you share in the accumulation of knowledge
of deviant behaviour in the context of public
transport (modi operandi and test datasets);

*To describe a realistic roadmap for the
introduction of advanced video analytics in your
organisation(s);

*To develop high end video analytics for the
prevention of incidents;
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Nine definitions of deviant -

behaviour (1-4): threat based

Behaviour which may lead to dangerous and/ or
undesired situations, i.e. which threaten the
continuity of the processes at the location;

Behaviour which correlates significantly with
incidents;

Behaviour which is part of the modus operandi of
a criminal act;

Behaviour which has as purpose to gain an
advantage for one self at the cost of someone
else: unethical behaviour;



Nine definitions of deviant -

behaviour (5-9): continuity based

e Behaviour which is not part of any of the allowed
(work-)processes which occur at the respective
location or object;

e A reaction which does not fit to the stimulus if the
intent of the subject were benign;

e Behaviour which falls outside the normal
distribution of behaviour at the respective location;

* Behaviour which is unwillingly displayed due to high
cognitive pressure;

e Behaviour which does not fit the local social norms,
including anti-social behaviour and culturally
abnormal behaviour.




= )

Inequal definitions

e either threat-based, or continuity-based;
=>» fighting crime and public order management;

e the efficacy of applying some of these definitions
(6-9) has not been thoroughly validated. Their
application should therefore not be done lightly.

— E.g. USA TSA SPOT Program



Concept of Operations

Determining security task

Determining relevant threats
Create / adapt security plan

Prepare

Execute

Command & Control

Surveillance / Access control /
Intervention

Create and maintain situational
awareness

Debriefing

End of security task




Deviant behaviour in ConOps

Determining security task Specify the object of security, its context and environment;
Specify relevant normal behaviour, among them, but not limited to, the work
grocesses of which the continuity must be protected,; -

pecify levels of transparency, accountability, efficacy en efficiency;

DL T G EERR G EENS Specification of threats in specific modus operandi

O CELER R L ETO RS AR B I Selection of definitions of deviant behaviour;

Selection of methodology for specifying deviant behaviour (profiles);
Specify deviant behaviour (e.g. with the help of local observation), including
validation of this specification in the respective environment and contact;
Creation of a security plan which can monitor, detect, recognize and identify

these behaviours with satisfactory accuracy, in the desired phases of security
(prevention, in-the-act, investigation).
EEENE T Secure the object of security on an operational level
Command & control Introduce real life training simulations (“red teaming”, etc.);
liberty of the object of security;
Surveillance, Access Detection of normal and deviant behaviour; _ _
control, intervention When intervening, take inaccuracy of surveillance into account with regard to
the intentions of subjects;
situational awareness Determining that a certain threat is occurring;
Evaluation (debriefing) Updatedknowledge of normal behaviour and processes, and of known modus
operandi; _ _
Identify flaws in security plan;

B Il a0 e ROEE Training of personnel in face to face behavioural profiling;
security plan, training) Install security measures;
Periodic management reporting about efficacy, costs and impact on the
Create and maintain Detection of relevant new normal and deviant behaviours;
End of security task Transfer and store knowledge w.r.t. actual incidents and discovered modus
operandi for next security task, i.e. facilitate learning;



Biases in survelllance

AL IERS Y The tendency of scientists (and of police and intelligence officers?) to
prevail the outcome of studies which support the interest of (financial)
sponsors.

Law of the Too much trust in a specific tool or resource
instrument

Positive A self-influencing effect in a system.
feedback

Recall bias The systematic error that people make when remembering events.
(sl gyl B The error that people make when reporting events.

Surveillance The phenomenon where people pay more attention to a specific selection
bias of people than to others.
Conformity The tendency of people to let prevail information which confirms their
bias believe (case building).

The systematic exclusion of certain (types of) subjects.
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